BRBT7I—8mA1I X+ (2026-09-24)
W Er 7 HREICUNEE L7=15ER (09/17 14:31~09/24 14:31 JST)
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piyolog + 2026-09-24

1. BAEE
V=441 FRRBE (BF) 114
JgI—=7 1B SR & WEH(E5R) R H
auditteam ki***jp Not Found 2026-09-09 2026-09-10
auditteam kit-e.jp Technology 2026-09-09 2026-09-18
vexy Hashimoto Manufacturing  2026-09-15 2026-09-15
ransomware Jimuki
metaencryptor  Astemo, Ltd. Manufacturing  2026-09-21 2026-09-21
metaencryptor  Nippon Steel Manufacturing  2026-09-15 2026-09-15
Corporation
Qilin IKEGAMI Manufacturing  2026-09-21 2026-09-21
TSUSHINKI
COMPANY
LIMITED
Qilin Mitsuwa Retail & E- 2026-09-09 2026-09-09
Trading Co.,Ltd Commerce
RansomHouse  REXT Holdings  Other 2026-09-01 2026-09-01
Co., Ltd.
SafePay ryomao.co.jp Not Found 2026-09-15 2026-09-15
The Gentlemen Tentac Technology 2026-09-14 2026-09-15
The Gentlemen Wada Farms Agricultureand 2026-09-14 2026-09-15
Food
Production


https://piyolog.hatenadiary.jp/entry/2026/09/24/105225
https://piyolog.hatenadiary.jp/entry/2026/09/24/141557
https://piyolog.hatenadiary.jp/entry/2026/09/24/141557

21st September - Threat Intelligence Report

Check Point Research + 2026-09-22

BIZNHEWEN T« vV IHE. FEX—ILHZEE-BX

Security NEXT + 2026-09-18

TSUBAME Report Overflow (Apr-Jun 2026)

JPCERT/CC Eyes (%) + 2026-09-18

XXX.SOUMU.EO.Jp RE DY T R XA VHIEFBIC ~MBEEZESI T v VI X—)Lxd
=t

ScanNetSecurity * 2026-09-18

Mitsubishi Electric GX Works3 and Motion Control Settings

CISA Advisories * 2026-09-17

Ransomware incidents in Japan in the first half of 2026: Investigation of The
Gentlemen’s infrastructure and evidence of Qilin’s Al use

Cisco Talos + 2026-09-17 / Bd:&E : Qilin, The Gentlemen

NTT FIEICEL D Amazon NDEEBHRDOEMIRHICOVWTIR LD THLE

piyolog + 2026-09-17

Weekly Report: ZRTH TS 8 F LFHAICH T2 A N—ZERZH 2BRDIER
FIZDOWTI 2

JPCERT/CC X EMucS - 2026-09-16

Weekly Report: IT{TBUEANBIRUIBHEERE (IPA) B TS LD 7HRENSF
SHANEREZEDLODS VY LTI THEN R T VI ZRNFH

JPCERT/CC X EMucs - 2026-09-16

41BHH B DOh o 7= Anthropic DFEEF Al ETILICK B RET7 VL REBRICDVWTE
EHTHIC

piyolog + 2026-09-15

THBEMFEEZ O BBRCHZREOILIICOVTIEHTHL

piyolog + 2026-09-15

BARFETZEHMBEBEDO T HU Y MR LIBNIHRESNIE T v VI X =)Ll %
BDOREX—ILZ&E(E

ScanNetSecurity « 2026-09-15

MAMAMOO JAPAN OFFICIAL FANCLUB TMOOMOO JAPAN] ICRIETZ It X
ScanNetSecurity * 2026-09-15

HABZEZEFa2UTr D IEBRE] ZHEBEFE ~ MM ESHRRE

ScanNetSecurity « 2026-09-15

TOZIWTDHNAY BV ) 2a—23 20 —EX(CSS)NDARIET 7L RIIDODVWTFL
HTHT

piyolog + 2026-09-11

Project Glasswing £ HARERDRRICOVWT R EHTHIC

piyolog + 2026-09-08


https://piyolog.hatenadiary.jp/entry/2026/09/08/164128
https://piyolog.hatenadiary.jp/entry/2026/09/11/220855
https://piyolog.hatenadiary.jp/entry/2026/09/11/220855
https://scan.netsecurity.ne.jp/article/2026/09/15/56228.html
https://scan.netsecurity.ne.jp/article/2026/09/15/56232.html
https://scan.netsecurity.ne.jp/article/2026/09/15/56234.html
https://scan.netsecurity.ne.jp/article/2026/09/15/56234.html
https://piyolog.hatenadiary.jp/entry/2026/09/15/104634
https://piyolog.hatenadiary.jp/entry/2026/09/15/141320
https://piyolog.hatenadiary.jp/entry/2026/09/15/141320
https://www.jpcert.or.jp/wr/2026/wr260916.html#21
https://www.jpcert.or.jp/wr/2026/wr260916.html#21
https://www.jpcert.or.jp/wr/2026/wr260916.html#20
https://www.jpcert.or.jp/wr/2026/wr260916.html#20
https://piyolog.hatenadiary.jp/entry/2026/09/17/150301
https://blog.talosintelligence.com/ransomware-incidents-in-japan-in-the-first-half-of-2026/
https://blog.talosintelligence.com/ransomware-incidents-in-japan-in-the-first-half-of-2026/
https://www.cisa.gov/news-events/ics-advisories/icsa-26-260-02
https://scan.netsecurity.ne.jp/article/2026/09/18/56262.html
https://scan.netsecurity.ne.jp/article/2026/09/18/56262.html
https://blogs.jpcert.or.jp/en/2026/09/tsubame_overflow_2026-04-06.html
https://www.security-next.com/190198
https://research.checkpoint.com/2026/21st-september-threat-intelligence-report/

o UYL ITTIIL—TFIZELB Cursor DERBICDOWVWTXEHTHI:
piyolog « 2026-09-02

2.3 L0TT I V=091 MEEIRR
FiREE &5t 619 (T4 UL —7)

gIN—="7 & S>HEHK
The Gentlemen 60 2
Qilin 59 2
Akira 32 0
Krybit 31 0
auditteam 29 2
storm 23 0
settra 22 0
INC Ransom 20 0
SafePay 20 1
direwolf 17 0
emperador 16 0
panzer 15 0
Luna Moth 15 0
vexy ransomware 15 1
metaencryptor 15 2
LockBit 14 0
non 13 0
medusalocker 0
Play 0
Rhysida 0
3. 7LD T | BERE
payload

«  Group Policy hijacked: PAYLOAD ransomware weaponizes Active Directory GPO
Securelist - 2026-09-21 / #&HFR5E : PAYLOAD

« PuzzleMask: Abusing Plain Prose as a Covert Al Attack Vector
Check Point Research + 2026-09-10  #& 352 : payload

« Untracked Nightmares: The Threats Hiding Behind Commodity Infrastructure
Unit 42 - 2026-09-09  #& i 3R5C : payload


https://unit42.paloaltonetworks.com/ppi-network-malware-campaign-analysis/
https://research.checkpoint.com/2026/puzzlemask-abusing-plain-prose-as-a-covert-ai-attack-vector/
https://securelist.com/tr/payload-ransomware-via-group-policy/121335/
https://piyolog.hatenadiary.jp/entry/2026/09/02/022540

+ ClearFake WebDAV infection chain delivers Amatera stealer, ZigCryptoStealer, and
NetSupport Manager
Cisco Talos * 2026-09-08 /" #& i FREC : payload

+ ValleyRAT masquerading as adware
Securelist - 2026-08-31 /" #&Hi 552 © payload

ShinyHunters — G1057
+ FBlinvestigating alleged ShinyHunters breach of its jobs site
The Record + 2026-09-23 / #&HFR5C - ShinyHunters
«  ShinyHunters claims FBI hack, data theft in PeopleSoft zero-day breach
BleepingComputer + 2026-09-23  #&HH 55 - ShinyHunters
o EHEITZILF2VTAHEBIABZESLBEIDID S TLKBIRBICOVWTIRLHTHI
piyolog + 2026-08-26 / #&HiFK5E : ShinyHunters

global

«  The New Rules of Machine Speed Defense
Recorded Future * 2026-09-17 / #&HH5R5C  global

+ GTIG Al Threat Tracker: From Prompting to Autonomy - The Evolution of Adversarial
Al
Google Threat Intel + 2026-09-08 /" #&HHFR5C © global

» Tth September - Threat Intelligence Report
Check Point Research + 2026-09-07  #&H3R5C : global

eclipse

+ New Windows Defender zero-day blocks Microsoft antivirus updates
BleepingComputer * 2026-09-22  #&HFK5C : Eclipse

underground

« Al Threat Landscape Digest: July-August 2026
Check Point Research + 2026-09-17 / #&Hi¥k&C . underground

Qilin (¥ )
« Ransomware incidents in Japan in the first half of 2026: Investigation of The

Gentlemen’s infrastructure and evidence of Qilin’s Al use
Cisco Talos * 2026-09-17  #&HFEE : Qilin

The Gentlemen

« Ransomware incidents in Japan in the first half of 2026: Investigation of The
Gentlemen’s infrastructure and evidence of Qilin’s Al use
Cisco Talos + 2026-09-17 /" #&Hi3R5C : The Gentlemen

entropy

« Siemens Reyrolle 7SR5
CISA Advisories * 2026-09-15 / #&HZ5E : Entropy


https://www.cisa.gov/news-events/ics-advisories/icsa-26-258-05
https://blog.talosintelligence.com/ransomware-incidents-in-japan-in-the-first-half-of-2026/
https://blog.talosintelligence.com/ransomware-incidents-in-japan-in-the-first-half-of-2026/
https://blog.talosintelligence.com/ransomware-incidents-in-japan-in-the-first-half-of-2026/
https://blog.talosintelligence.com/ransomware-incidents-in-japan-in-the-first-half-of-2026/
https://research.checkpoint.com/2026/ai-threat-landscape-digest-july-august-2026/
https://www.bleepingcomputer.com/news/security/new-windows-defender-zero-day-blocks-microsoft-antivirus-updates/
https://research.checkpoint.com/2026/7th-september-threat-intelligence-report/
https://cloud.google.com/blog/topics/threat-intelligence/from-prompting-to-autonomy-the-evolution-of-adversarial-ai/
https://cloud.google.com/blog/topics/threat-intelligence/from-prompting-to-autonomy-the-evolution-of-adversarial-ai/
https://www.recordedfuture.com/blog/new-rules-machine-speed-defense
https://piyolog.hatenadiary.jp/entry/2026/08/26/090522
https://www.bleepingcomputer.com/news/security/shinyhunters-claims-fbi-hack-data-theft-in-peoplesoft-zero-day-breach/
https://therecord.media/fbi-investigating-alleged-shinyhunters-job-site-breach
https://securelist.com/valleyrat-backdoor-adware/121175/
https://blog.talosintelligence.com/clearfake-webdav-infection-chain/
https://blog.talosintelligence.com/clearfake-webdav-infection-chain/

4, JtEREE R | BESLE
TraderTraitor (FL—4—FL 1 %—) — Efi:Lazarus Group

Don’t Call Us, We’ll Call Your APIs | TraderTraitor Backdoors Resurface on Victim
With No Crypto Ties
SentinelLabs + 2026-09-19 / #RH KR5S : TraderTraitor

5. FEZ : BERRSE
Salt Typhoon — G1045

Beware the SparroWock: The backdoor that bites, the commands that catch
ESET WeLiveSecurity » 2026-09-17 / #&H 352 - FamousSparrow

Earth Berberoka

Gaming the system: how a Chinese-speaking actor turned Brazilian government
sites into an SEO weapon
Check Point Research + 2026-09-02  #&Hi5R&C : Earth Berberoka

6.O0>7% : BERLFE

APT28 — G0007

BlueDelta Targets Defense and Diplomacy with HOOKEDGE
Recorded Future + 2026-08-27 / #H 5T : BlueDelta

1.15>% . BESRESE

ZLAL)
8. 1A ITI% : BERRSE
(ZHAL)

9. 28X BMYILSE (Y LEESZY) : BERF

TeamPCP — G1056

GTIG Al Threat Tracker: From Prompting to Autonomy - The Evolution of Adversarial
Al
Google Threat Intel + 2026-09-08 " #&HZR5C : UNC6780


https://cloud.google.com/blog/topics/threat-intelligence/from-prompting-to-autonomy-the-evolution-of-adversarial-ai/
https://cloud.google.com/blog/topics/threat-intelligence/from-prompting-to-autonomy-the-evolution-of-adversarial-ai/
https://www.recordedfuture.com/research/bluedelta-targets-with-hookedge
https://research.checkpoint.com/2026/gaming-the-system-how-a-chinese-speaking-actor-turned-brazilian-government-sites-into-an-seo-weapon/
https://research.checkpoint.com/2026/gaming-the-system-how-a-chinese-speaking-actor-turned-brazilian-government-sites-into-an-seo-weapon/
https://www.welivesecurity.com/en/eset-research/beware-sparrowock-backdoor-bites-commands-catch/
https://www.sentinelone.com/labs/dont-call-us-well-call-your-apis-tradertraitor-backdoors-resurface-on-victim-with-no-crypto-ties/
https://www.sentinelone.com/labs/dont-call-us-well-call-your-apis-tradertraitor-backdoors-resurface-on-victim-with-no-crypto-ties/
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