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Hil : ransomware. live (5 VY AD =T TN —TDV) =794 ME2ENTLIHEAESZY 1 ) . BHEASITIE

1770V —THlD ¥R,

JgI—7 ESE IRk ES KEH(F5R) REA

auditteam ki##kjp Not Found 2026-09-09 2026-09-10

auditteam kit-e. jp Technology 2026-09-09 2026-09-18

vexy ransomware Hashimoto Jimuki Manufacturing 2026-09-15 2026-09-15

metaencryptor Astemo, Ltd. Manufacturing 2026-09-21 2026-09-21

metaencryptor Nippon Steel Manufacturing 2026-09-15 2026-09-15
Corporation

Qilin [KEGAMI TSUSHINKI Manufacturing 2026-09-21 2026-09-21
COMPANY LIMITED

Qilin Mitsuwa Trading Co., Retail & E-Commerce 2026-09-09 2026-09-09
Ltd

RansomHouse REXT Holdings Co., Other 2026-09-01 2026-09-01
Ltd.

SafePay ryomo. co. jp Not Found 2026-09-15 2026-09-15

The Gentlemen Tentac Technology 2026-09-14 2026-09-15

The Gentlemen Wada Farms Agriculture and Food 2026-09-14 2026-09-15

Production

AABELE : 30 4

c BREBE TSIV N TH—A Ui (BAYFLAVZ) | ADRIET V72 AICZDONTE EDTHE

piyolog - 2026-09-24 / FfZ5¢ : HA - fAA 711 2
« JEALERDTGREEBIZ X D EEME DR HH UIZDOWTE LD TAHL
piyvolog - 2026-09-24 / FfZ5¢ : HA - fAA 711 2
- Ransom & Dark Web Issues Week 4, September 2026

AhnLab ASEC - 2026-09-23 " {57 : #E - KE®ZE B : ShinyHunters, metaencryptor
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https://piyolog.hatenadiary.jp/entry/2026/09/24/141557
https://piyolog.hatenadiary.jp/entry/2026/09/24/105225
https://asec.ahnlab.com/en/95545/

© RF20265F N TR RE AR Z2 42 AR 2 A ] IXURS: P 5 i

CNCERT - 2026-09-22 /" F&{570 : "Il - BUMREEEI (CNCERT - WeChat k)

« 21st September - Threat Intelligence Report

Check Point Research - 2026-09-22 / (g0 : 1 A7 L)L - REMEE

- BT EMBUEREN T 0w IV THE, REA—IVDBERF - HK

Security NEXT - 2026-09-18 " FfE7C : HAR - &

« TSUBAME Report Overflow (Apr-Jun 2026)

JPCERT/CC Eyes (3&) - 2026-09-18 " FfZ50 : HA - NHYEERE

* XXX.soumu.go. jp REDY T RAAL VEHERIZ ~ BBFEEED 71 v ¥ v T AL
ScanNetSecurity - 2026-09-18 /" F{57¢ : HA - #HuE

« Should you care about an “Al slowdown?”

Cisco Talos - 2026-09-18 " F{Z50 : KE - RfE4ZE B : Qilin, The Gentlemen

« The Odyssey and Trojans again: MovieReaper attacks users in multiple countries through
compromised torrents

Securelist - 2026-09-17 / FfE7x : oV 7 - BREM®ZE (Kaspersky) B : payload

« Mitsubishi Electric GX Works3 and Motion Control Settings

CISA Advisories - 2026-09-17 " {570 : KEH - BUFEEEE

« Ransomware incidents in Japan in the first half of 2026: Investigation of The Gentlemen’ s
infrastructure and evidence of Qilin’ s Al use

Cisco Talos - 2026-09-17 / F&570 : KIE - RE®3E B8 : AiLock, LockBit, Qilin, SafePay, The
Gentlemen, netrunner, nightspire, payload, ransomexx, stormous

« NIT R 3 €I & % Amazon N DEEHRDOEH R EIZONWT E L D THL

piyolog - 2026-09-17 / ¥{Z5¢ : HA - @A77

+ 20264 N TR S OIS R A

CNCERT - 2026-09-17 / 570 : WE - BUMFABEEE (CNCERT - WeChatrhiffk)

« Ransom & Dark Web Issues Week 3, September 2026

AhnLab ASEC - 2026-09-17 /" F{57t : [E - KM

- Weekly Report: LAY [4Ml 8 4FE LB 8 A N —2E M % D < 2B BOMEHAEFIZDONWT) 226
JPCERT/CC JEFEMIES - 2026-09-16 " F&fZ7C : HA - AWIEERE

« Weekly Report: JHSZATEUE ANGEERUERHEERSHE (IPA) 2% TS5 VY A = 7 HED L EIHIIE BEED
FODT VY AT T HNENY RT Y ] %R

JPCERT/CC JHFEMaESs - 2026-09-16  FfZC : HA - AW

- MEEE R Do ZzAnthropi cDFEHHAIE TN LD ARIET 7 L AHEIIDWT L HTH
piyolog - 2026-09-15 / Ff576 : HA - AT

o MR IRANIHEZE £ O < SRR IEE TG OILBII OV T L DT AL

piyolog - 2026-09-15 / F{570 : HA - AT

© HAKFHTEBEMEDT 717 Y MO U BRI NET 1 v Y Y T A=, SEOREA— % %
fa&

ScanNetSecurity - 2026-09-15 /" F{57¢ : HA -

+ MAMAMOO JAPAN OFFICIAL FANCLUB TMOOMOO JAPAN| (ZARIET 7+t A

ScanNetSecurity - 2026-09-15 /" F&{E7¢ : HA - i
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https://mp.weixin.qq.com/s?__biz=MzIwNDk0MDgxMw==&mid=2247502226&idx=1&sn=3bb0fa3e1c1108b5ef7b67e41612b410
https://research.checkpoint.com/2026/21st-september-threat-intelligence-report/
https://www.security-next.com/190198
https://blogs.jpcert.or.jp/en/2026/09/tsubame_overflow_2026-04-06.html
https://scan.netsecurity.ne.jp/article/2026/09/18/56262.html
https://blog.talosintelligence.com/should-you-care-about-an-ai-slowdown/
https://securelist.com/moviereaper-malware-torrent-odyssey-solana/121344/
https://securelist.com/moviereaper-malware-torrent-odyssey-solana/121344/
https://www.cisa.gov/news-events/ics-advisories/icsa-26-260-02
https://blog.talosintelligence.com/ransomware-incidents-in-japan-in-the-first-half-of-2026/
https://blog.talosintelligence.com/ransomware-incidents-in-japan-in-the-first-half-of-2026/
https://piyolog.hatenadiary.jp/entry/2026/09/17/150301
https://mp.weixin.qq.com/s?__biz=MzIwNDk0MDgxMw==&mid=2247502205&idx=1&sn=040d1cef004541ef31964d118deb61fd
https://asec.ahnlab.com/en/95450/
https://www.jpcert.or.jp/wr/2026/wr260916.html#20
https://www.jpcert.or.jp/wr/2026/wr260916.html#21
https://www.jpcert.or.jp/wr/2026/wr260916.html#21
https://piyolog.hatenadiary.jp/entry/2026/09/15/141320
https://piyolog.hatenadiary.jp/entry/2026/09/15/104634
https://scan.netsecurity.ne.jp/article/2026/09/15/56234.html
https://scan.netsecurity.ne.jp/article/2026/09/15/56234.html
https://scan.netsecurity.ne.jp/article/2026/09/15/56232.html

s HARMBZEEEF2) 70D TRERE] 2 INBERFL ~ W
ScanNetSecurity - 2026-09-15 /" (7 : HA - #HE
s TIURNWTFDOHNAY RYY) 22— 3 VP =L A(GSS)ANDRIET 7 AZDONTEEDHTH
piyolog - 2026-09-11 / FfZ7¢ : HA - @A77
© Al AERRE IR ELAE « C2PA AL URAE AR B v B 775 S
SEMIAEX - 2026-09-08  FMEoc : HE - Bffia I a=5+ (F7UNNR)
« Project Glasswing& HARENDRIIZDOWT E LD THh
piyolog - 2026-09-08 " FfZ5¢ : HA - A7
* BinaryAl-Bench : [ [m)S2 R b 55k — i3k il 22 42 43 A AL S5 BRI 42

FETH 22 4 G IR Fots - 2026-09-03 7 F8{E50 « HE - REE% (Tencent

payload

e IV AT I — T2 & BCursorDEHIZONWT E LD THAE
piyolog - 2026-09-02 /" F{Z7¢ : HA - AT
B4 BOEREIP (—)
CNCERT - 2026-08-28 " F¢{57¢ : HhE - BUF#EES (CNCERT - WeChatrftk)
o PR E 2R T R 2 A N A i N BE D B R AR b s 28
CNCERT - 2026-08-27 /" F&{Z75 : HhE - BUMFRHEEE (CNCERT - WeChat Hufk)

“HANT ARSE IR

- Ransom & Dark Web Issues Week 4, August 2026

AhnLab ASEC - 2026-08-27  F&{Z7¢ : #[E - K43 B : NoName057(16), SafePay

2. sy a7 u—s94 MBERR

R A5 619 4 (74 Z—7)

- WeChatefiflk) 7 BHuH :

Hil : ransomware. live (&5 VYA T TN —TDV =09+ b2 ENTLIEAEEY 1 ) . BiEkAEITIE

13170 — T RO FIR,

J—7 1 PR=Y=F:S
The Gentlemen 60 2
Qilin 59 2
Akira 32 0
Krybit 31 0
auditteam 29 2
storm 23 0
settra 22 0
INC Ransom 20 0
SafePay 20 1
direwolf 17 0
emperador 16 0
panzer 15 0
Luna Moth 15 0
Vexy ransomware 15 1
metaencryptor 15 2
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https://scan.netsecurity.ne.jp/article/2026/09/15/56228.html
https://piyolog.hatenadiary.jp/entry/2026/09/11/220855
https://xz.aliyun.com/news/92798
https://piyolog.hatenadiary.jp/entry/2026/09/08/164128
https://mp.weixin.qq.com/s?__biz=MzI5ODk3OTM1Ng==&mid=2247512067&idx=1&sn=22dc6a7127c33c05619f384d6af0cfad
https://piyolog.hatenadiary.jp/entry/2026/09/02/022540
https://mp.weixin.qq.com/s?__biz=MzIwNDk0MDgxMw==&mid=2247502072&idx=1&sn=731d22ff72b725cc6b491b0fbd6d7503
https://mp.weixin.qq.com/s?__biz=MzIwNDk0MDgxMw==&mid=2247502071&idx=1&sn=40c30dbc916c2ee8c1873c9af86e69b5
https://asec.ahnlab.com/en/95141/

JI—7 “HE SH5R%E
LockBit 14 0
n0n 13 0
medusalocker 9 0
Play 9 0
Rhysida 9 0
3. svvanmcy . mEns

pay Load

+ The Closed Quorum: Inside the first reported autonomous AI C2 implant

Cisco Talos - 2026-09-22 / F&Z7C : KIE - REA¥E  BHER : payload

« Group Policy hijacked: PAYLOAD ransomware weaponizes Active Directory GPO

Securelist « 2026-09-21 {270 : 0¥ 7 - B2 (Kaspersky) 7 #HZEED : PAYLOAD

- Don” t Call Us, We’ 11 Call Your APIs | TraderTraitor Backdoors Resurface on Victim With No
Crypto Ties

SentinellLabs - 2026-09-19 " F&f570 : KE - KM  BiliREd : payload

« The Odyssey and Trojans again: MovieReaper attacks users in multiple countries through
compromised torrents

Securelist - 2026-09-17 / Ff576 : 0¥ 7 - B2 (Kaspersky) . #HERED : payload

« Ransomware incidents in Japan in the first half of 2026: Investigation of The Gentlemen’ s
infrastructure and evidence of Qilin’ s Al use

Cisco Talos - 2026-09-17 / F&{Z50 : HKEH - REEYE Mt : payload

« Agents at Large | Tracing Illicit OpenAl Agent Activity on Hugging Face

SentinelLabs - 2026-09-16  F&{Z70 : HKE - KM% MR : payload

- NightEagle targets Russian companies

Securelist - 2026-09-16 / FfZ76: o> 7 - B2 (Kaspersky)  #MHERED : payload

« WYEER” (S(E” #&hid : KREMLIN X Chrome SE%EMERRES, 1500+ ELFERIERENLICHE

A A BME R HL - 2026-09-16 7 FEME00 - HIE - KM (QiAnXin - WeChatHiflk) MR REL -
payload

© B E B MME i #152(2026. 09. 04709. 10)

A LAZ MG AL - 2026-09-11 7 F{550 « hE - RE®ZE (QiAnXin - WeChatrfpiflk)  Mb&RGE
Payload

- We’ ve got one word for it, and it’ s usually the wrong one

Cisco Talos - 2026-09-11 /" F&(Z7c : K[E - KM / BIEKE : payload

- Detect and disrupt Al-themed attacks with Microsoft Defender

Microsoft Security - 2026-09-11 / F&fE5¢ : KE - BRI®ZE MRS : payload

- PuzzleMask: Abusing Plain Prose as a Covert Al Attack Vector

Check Point Research - 2026-09-10 / FfZ7c : 1 AT ) - R  MHEERE : payload
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https://blog.talosintelligence.com/the-closed-quorum-inside-the-first-reported-autonomous-ai-c2-implant/
https://securelist.com/tr/payload-ransomware-via-group-policy/121335/
https://www.sentinelone.com/labs/dont-call-us-well-call-your-apis-tradertraitor-backdoors-resurface-on-victim-with-no-crypto-ties/
https://www.sentinelone.com/labs/dont-call-us-well-call-your-apis-tradertraitor-backdoors-resurface-on-victim-with-no-crypto-ties/
https://securelist.com/moviereaper-malware-torrent-odyssey-solana/121344/
https://securelist.com/moviereaper-malware-torrent-odyssey-solana/121344/
https://blog.talosintelligence.com/ransomware-incidents-in-japan-in-the-first-half-of-2026/
https://blog.talosintelligence.com/ransomware-incidents-in-japan-in-the-first-half-of-2026/
https://www.sentinelone.com/labs/agents-at-large-tracing-illicit-openai-agent-activity-on-hugging-face/
https://securelist.com/tr/nighteagle-apt-ghostcontainer-and-tunneling/121323/
https://mp.weixin.qq.com/s?__biz=MzI2MDc2MDA4OA==&mid=2247520463&idx=1&sn=15fc3f9babb8f6b469ebd32ec58827ca
https://mp.weixin.qq.com/s?__biz=MzI2MDc2MDA4OA==&mid=2247520365&idx=1&sn=9d2e4b5465a23952ae40c62cc3b593fa
https://blog.talosintelligence.com/weve-got-one-word-for-it-and-its-usually-the-wrong-one/
https://www.microsoft.com/en-us/security/blog/2026/09/10/detect-and-disrupt-ai-themed-attacks-with-microsoft-defender/
https://research.checkpoint.com/2026/puzzlemask-abusing-plain-prose-as-a-covert-ai-attack-vector/

* APT-C-55 (Kimsuky) ZHZIR]FH % 20 4 Rl AT AR B iR e el % 20 A
360 pMER L - 2026-09-10 7 F&fE50 « HE - R (Qihoo 360 - WeChatrfiifk) MG -
payload

» Threat matrix: Mapping threats across cloud web applications
Microsoft Security - 2026-09-10 " ¥t : KFH - RREIME%E  MHEREZ : payload

* [ BIEE TR T B A A% GRS - RIS AEZS S Hook ZHARAIEIARIER
T2 B oD - 2026-09-09 7 M550 « WHE - REEZE (Tencent - WeChatrfiflk)  MRHISKED
payload

« Untracked Nightmares: The Threats Hiding Behind Commodity Infrastructure
Unit 42 - 2026-09-09 " F&{E5c : KE - KB ~ MK : payload

« ClearFake WebDAV infection chain delivers Amatera stealer, ZigCryptoStealer, and NetSupport
Manager
Cisco Talos - 2026-09-08 " F&{=7c : KE - B4 / HHEFES : payload

« MetInfo CMS v7.6 Hij& search Z¥& SQL 13 AR DA 5-F
FeRAEIX - 2026-09-05 7 F550 : hE - Hdfia I a2 =5+« (FVU/VUNR)  / Bl « payload

A AR A 152 (2026. 08. 28709, 03)
LA BB AL - 2026-09-04  FMEoC - hE - B (QiAnXin - WeChathifik)  MHRI
payload

 BinaryAl-Bench : HIISEAR LSS 16 HERIZ R 40T FE25 PEIIEE
RS Z 4 MR D - 2026-09-03 / F6{57E : shlE - [RF{3% (Tencent - WeChatshillh) /il -
payload

- H1 2026 Malware Vulnerability Trends
Recorded Future - 2026-09-03  Ff570 : kE - REM®E  MHEERG : payload

- Gaming the system: how a Chinese-speaking actor turned Brazilian government sites into an SEO
weapon
Check Point Research - 2026-09-02 " #f370c: f A7 T)V - BMM%¥E  #HHERZ : payload

- Mirage Kitten targeting aviation and FinTech sectors across the Middle East and Africa with a
new malware set
Securelist - 2026-09-01 / ¥f57c : 07 - KM (Kaspersky)  FeHiRE : payload

« Breaking the Seal: Static Deobfuscation of JSCeal’ s Compiled V8 Bytecode
Check Point Research - 2026-08-31 /" ¥fE70: 1 A7 )L - B2  MHEE : payload

« ValleyRAT masquerading as adware
Securelist - 2026-08-31 / {57 : 07 - RMM3¥ (Kaspersky) MRS : payload

- JavaScript obfuscation: From party trick to phishing kit
Cisco Talos - 2026-08-27 / FfZ7t : KE - REM¥  #HHEFEE : payload

+ BlueDelta Targets Defense and Diplomacy with HOOKEDGE
Recorded Future - 2026-08-27 / F{Z70 : KE - RE®ZE  MHERE : payload

ShinyHunters — G1057

- FBI investigating alleged ShinyHunters breach of its jobs site
The Record - 2026-09-23 " F{Z50 : KE - #faE ~ MHEFRE : ShinyHunters
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https://mp.weixin.qq.com/s?__biz=MzUyMjk4NzExMA==&mid=2247508878&idx=1&sn=d67dbc1305acff320756e665c0c923de
https://www.microsoft.com/en-us/security/blog/2026/09/09/threat-matrix-mapping-threats-across-cloud-web-applications/
https://mp.weixin.qq.com/s?__biz=MzI5ODk3OTM1Ng==&mid=2247512101&idx=1&sn=e20fd6231e7a625687b853e30b0220a0
https://unit42.paloaltonetworks.com/ppi-network-malware-campaign-analysis/
https://blog.talosintelligence.com/clearfake-webdav-infection-chain/
https://blog.talosintelligence.com/clearfake-webdav-infection-chain/
https://xz.aliyun.com/news/92782
https://mp.weixin.qq.com/s?__biz=MzI2MDc2MDA4OA==&mid=2247520246&idx=1&sn=b2b753df228dbb998ddc0fa321b9fa3d
https://mp.weixin.qq.com/s?__biz=MzI5ODk3OTM1Ng==&mid=2247512067&idx=1&sn=22dc6a7127c33c05619f384d6af0cfad
https://www.recordedfuture.com/research/h1-2026-malware-vulnerability-trends
https://research.checkpoint.com/2026/gaming-the-system-how-a-chinese-speaking-actor-turned-brazilian-government-sites-into-an-seo-weapon/
https://research.checkpoint.com/2026/gaming-the-system-how-a-chinese-speaking-actor-turned-brazilian-government-sites-into-an-seo-weapon/
https://securelist.com/mirage-kitten-new-backdoors-noderabbit-pollcat/121244/
https://securelist.com/mirage-kitten-new-backdoors-noderabbit-pollcat/121244/
https://research.checkpoint.com/2026/breaking-the-seal-static-deobfuscation-of-jsceals-compiled-v8-bytecode/
https://securelist.com/valleyrat-backdoor-adware/121175/
https://blog.talosintelligence.com/javascript-obfuscation-from-party-trick-to-phishing-kit/
https://www.recordedfuture.com/research/bluedelta-targets-with-hookedge
https://therecord.media/fbi-investigating-alleged-shinyhunters-job-site-breach

« Hackers claim to have stolen data on ‘almost all FBI agents
RT - 2026-09-23 / FM570: 0¥ 7 - ®HEAT 1T / MuE£E : ShinyHunters
« ShinyHunters claims FBI hack, data theft in PeopleSoft zero-day breach
BleepingComputer « 2026-09-23 " FAZ7¢ : KE - #HjE ~ MHFRED : ShinyHunters
« Ransom & Dark Web Issues Week 4, September 2026
AhnLab ASEC - 2026-09-23 {570 : #E - KM  MHEKE : ShinyHunters
« August 2026 Dark Web Breach Incident Trend Report
AhnLab ASEC - 2026-09-14 /" F{57¢ : 8@ - REMFE  #H#Kid : ShinyHunters
« Passkey-themed social engineering leads to identity and cloud compromise
Microsoft Security - 2026-09-10  F&fE50 : KEH - B4  MHERE : ShinyHunters
&P R (2026. 08. 28709. 03)
AR D - 2026-09-04  Fef35e : hiE - RIASE (QiAnXin - WeChatsbih) / Mutizedd :
ShinyHunters
- The story behind the intelligence
Cisco Talos - 2026-09-04 / FfE70 : KEH - BREMZE  MHFES : ShinyHunters
c EETDIE XV T HYE RS EHEDDPN O TLKDHBIZONWT E LD TAL
piyolog - 2026-08-26 " F&f570 : HA - AT 2/ MiiZKad « ShinyHunters

LockBit (Awv 2 EY M)

« Group Policy hijacked: PAYLOAD ransomware weaponizes Active Directory GPO
Securelist - 2026-09-21  F{Z7¢: 0¥ 7 - B2 (Kaspersky) . #H3RED : LockBit
« Ransomware incidents in Japan in the first half of 2026: Investigation of The Gentlemen' s

infrastructure and evidence of Qilin’ s AT use
Cisco Talos - 2026-09-17 /" F&57C : KE - RN  BIHER : LockBit 5.0
* A &SI R AT (2026. 09. 04709, 10)
HEAZ YR - 2026-09-11 / Jf5o6 : hilE - R4S (QiAnXin - WeChatsflh) / MH# :
LockBit
© 26M B LIS « — I E NATE REIRgmBE Paper Cut 2 BRI 175
A A BME IR HL - 2026-09-10 7 M550 - HIE - REPRZE (QiAnXin - WeChat k) 7 Mreiia&ad -
LockBit
« Angry Birds: Toy Ghouls’ new toys
Securelist - 2026-09-04  Ff556c: 0> 7 - R4 (Kaspersky) M ERED : LockBit
« Mexico’ s Cybersecurity Plan 2025-2030: Turning Ambition Into Defense
Recorded Future - 2026-08-25 / F&{E70 : KE - B4 i FEE : LockBit

global

+ The New Rules of Machine Speed Defense
Recorded Future - 2026-09-17 / F{Z5¢ : KE - R4  mHEERE : global
« Tajin Group: Guarantee Marketplace Vendor Involved in Phishing and Chinese Money Laundering

Group
Recorded Future - 2026-09-15 " FfZ5C : KE - Bt  mHEERE : global
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https://www.rt.com/news/646109-fbi-hackers-agents-data/?utm_source=rss&utm_medium=rss&utm_campaign=RSS
https://www.bleepingcomputer.com/news/security/shinyhunters-claims-fbi-hack-data-theft-in-peoplesoft-zero-day-breach/
https://asec.ahnlab.com/en/95545/
https://asec.ahnlab.com/en/95385/
https://www.microsoft.com/en-us/security/blog/2026/09/09/passkey-themed-social-engineering-leads-identity-cloud-compromise/
https://mp.weixin.qq.com/s?__biz=MzI2MDc2MDA4OA==&mid=2247520246&idx=1&sn=b2b753df228dbb998ddc0fa321b9fa3d
https://blog.talosintelligence.com/the-story-behind-the-intelligence/
https://piyolog.hatenadiary.jp/entry/2026/08/26/090522
https://securelist.com/tr/payload-ransomware-via-group-policy/121335/
https://blog.talosintelligence.com/ransomware-incidents-in-japan-in-the-first-half-of-2026/
https://blog.talosintelligence.com/ransomware-incidents-in-japan-in-the-first-half-of-2026/
https://mp.weixin.qq.com/s?__biz=MzI2MDc2MDA4OA==&mid=2247520365&idx=1&sn=9d2e4b5465a23952ae40c62cc3b593fa
https://mp.weixin.qq.com/s?__biz=MzI2MDc2MDA4OA==&mid=2247520315&idx=1&sn=a3fdb128f4f336bd12525bb09f93e54a
https://securelist.com/toy-ghouls-new-hivemq-and-element-backdoors/121270/
https://www.recordedfuture.com/blog/mexico-cybersecurity-plan
https://www.recordedfuture.com/blog/new-rules-machine-speed-defense
https://www.recordedfuture.com/research/tajin-group-gurantee-marketplace
https://www.recordedfuture.com/research/tajin-group-gurantee-marketplace

« GTIG AI Threat Tracker: From Prompting to Autonomy - The Evolution of Adversarial Al
Google Threat Intel - 2026-09-08 {57t : KE - Rf®ZE MR : global
- 7th September - Threat Intelligence Report
Check Point Research - 2026-09-07 /" FE7C : 1 AT )b - B2 Mt : global
- —i7 “WREIR” EFEM A  Mirage Kitten #[1 Node. js/JavaScript EE/:
LS MR O - 2026-09-03 7 FEAEC : RIE - RFER3E (QiAnXin - WeChatrufik) 7 MuiRaEd -
global

« Threat landscape for industrial automation systems. Q2 2026
Securelist - 2026-08-27 / FfZ7% : oV 7 - KM (Kaspersky)  FHiZKED : global

bluesky

- Unmasking EvilTokens: Getting to the root of device code phishing
Microsoft Security - 2026-09-23 " F{35¢ : kFE - REME%E  MHEERG : Bluesky

- Protecting organizations from Al-assisted executive impersonation and invoice fraud
Microsoft Security - 2026-09-11 " F&fE70 : HKEH - Bt  MHEERE : Bluesky

» Threat matrix: Mapping threats across cloud web applications
Microsoft Security - 2026-09-10 / F&fz7c : KE - REdZE / MK : Bluesky

« ASCIT smuggling crosses over from AI prompt injection to phishing evasion
Microsoft Security - 2026-09-04 (5% : KE - RREIME%E  MHES : Bluesky

eclipse

« New Windows Defender zero-day blocks Microsoft antivirus updates
BleepingComputer + 2026-09-22 " FfZC : KE - gl ~ MRS : Eclipse
« We’ ve got one word for it, and it’ s usually the wrong one
Cisco Talos + 2026-09-11 / FfZ5¢ : KEH - B  HMEE3 : Eclipse
- The Agentic SOC - From AI Theater to Real Defense
Recorded Future - 2026-09-01 / FAZ7¢ : HKE - R4  MHZFEE : eclipse
- Exploits and vulnerabilities in Q2 2026
Securelist - 2026-08-26 / Ffs5ic : o> 7 - REM®ZE (Kaspersky) 7 Muli#dd : Eclipse

Qilin (FUY )

« Should you care about an “Al slowdown?”
Cisco Talos - 2026-09-18 " F&fE7% : KEH - REM%E / MEiFK : Qilin
« Ransomware incidents in Japan in the first half of 2026: Investigation of The Gentlemen’ s
infrastructure and evidence of Qilin’ s AT use
Cisco Talos - 2026-09-17 /" F&370 : KE - REME¥E / Bi£S @ Qilin
« Active exploitation of Cisco Secure Firewall Management Center vulnerabilities
Cisco Talos - 2026-09-10 " F&Zoc : K[E - KRR / BiEES @ Qilin
« Mexico’ s Cybersecurity Plan 2025-2030: Turning Ambition Into Defense
Recorded Future - 2026-08-25 . F{=7t : HKE - R4  MHZEZ Qilin
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https://cloud.google.com/blog/topics/threat-intelligence/from-prompting-to-autonomy-the-evolution-of-adversarial-ai/
https://research.checkpoint.com/2026/7th-september-threat-intelligence-report/
https://mp.weixin.qq.com/s?__biz=MzI2MDc2MDA4OA==&mid=2247520202&idx=1&sn=8006a96f5fd860011b5a2bf253037f58
https://securelist.com/industrial-threat-report-q2-2026/121159/
https://www.microsoft.com/en-us/security/blog/2026/09/22/unmasking-eviltokens-getting-to-the-root-of-device-code-phishing/
https://www.microsoft.com/en-us/security/blog/2026/09/10/protecting-organizations-ai-assisted-executive-impersonation-invoice-fraud/
https://www.microsoft.com/en-us/security/blog/2026/09/09/threat-matrix-mapping-threats-across-cloud-web-applications/
https://www.microsoft.com/en-us/security/blog/2026/09/03/ascii-smuggling-crosses-over-from-ai-prompt-injection-to-phishing-evasion/
https://www.bleepingcomputer.com/news/security/new-windows-defender-zero-day-blocks-microsoft-antivirus-updates/
https://blog.talosintelligence.com/weve-got-one-word-for-it-and-its-usually-the-wrong-one/
https://www.recordedfuture.com/blog/agentic-soc-real-defense
https://securelist.com/vulnerabilities-and-exploits-in-q2-2026/121091/
https://blog.talosintelligence.com/should-you-care-about-an-ai-slowdown/
https://blog.talosintelligence.com/ransomware-incidents-in-japan-in-the-first-half-of-2026/
https://blog.talosintelligence.com/ransomware-incidents-in-japan-in-the-first-half-of-2026/
https://blog.talosintelligence.com/fmc-ongoing-exploitation/
https://www.recordedfuture.com/blog/mexico-cybersecurity-plan

cyclops

* BEJE S P R A 52 (2026. 09. 11709, 17)
A LZAFEMEIR D - 2026-09-18 7 F&E50 : hE - K03 (QiAnXin - WeChatHifik) 7 BRHEERGED -
Cyclops

* Cyclops Blink & tEK : JURPUAEGHEAL, Sandworm FBEHALIEAIRILE Cisco Bfj KEEEELHL
A LA B R HOL - 2026-09-15 7 FEME0 - RIE - RERZE (QiAnXin - WeChatrhiflk) MR EEEL -
Cyclops

- Active exploitation of Cisco Secure Firewall Management Center vulnerabilities

Cisco Talos - 2026-09-10  FfE50 : KE - Bt  mHZERE : Cyclops
The Gentlemen

+ Should you care about an “Al slowdown?”
Cisco Talos « 2026-09-18  FMEiC : KE - Bt  MHFEZE : The Gentlemen
- Ransomware incidents in Japan in the first half of 2026: Investigation of The Gentlemen’ s
infrastructure and evidence of Qilin’ s Al use
Cisco Talos - 2026-09-17 /" FfZ70 : KEH - REIMZE MRS : The Gentlemen
- Ransom & Dark Web Issues Week 2, September 2026
AhnLab ASEC - 2026-09-10 " Ff57c : & - REME%E 7 MHIFKED : The Gentlemen

ALPHV (75w o %+ v )
« Group Policy hijacked: PAYLOAD ransomware weaponizes Active Directory GPO
Securelist - 2026-09-21  Ffzx: 0¥ 7 - BREIMZE (Kaspersky)  MHIFRED : BlackCat

« Mexico’ s Cybersecurity Plan 2025-2030: Turning Ambition Into Defense
Recorded Future - 2026-08-25  F&fz5¢ : >KE - BR®ZE M ERED : BlackCat

underground

« Al Threat Landscape Digest: July-August 2026
Check Point Research - 2026-09-17 / FE6: 1 A7)l - Bt  MH R : underground

« Qur View on What It Takes To Be Named an Industry-Recognized Threat Intelligence Leader
Recorded Future - 2026-09-17  FfZ5¢ : KE - B4  mHZERE : Underground

SafePay

« Ransomware incidents in Japan in the first half of 2026: Investigation of The Gentlemen’ s
infrastructure and evidence of Qilin’ s AI use
Cisco Talos - 2026-09-17 / FMEiC : HKE - Bt / MH FEZD : SafePay

« Ransom & Dark Web Issues Week 4, August 2026
AhnLab ASEC - 2026-08-27 / F{Z7T : E - REM¥  MHEE : SAFEPAY
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https://mp.weixin.qq.com/s?__biz=MzI2MDc2MDA4OA==&mid=2247520635&idx=2&sn=bfc3819c83ad27cf38b330b18da89f40
https://mp.weixin.qq.com/s?__biz=MzI2MDc2MDA4OA==&mid=2247520420&idx=1&sn=fa97b272ba8e38d318ef6721a59c5b10
https://blog.talosintelligence.com/fmc-ongoing-exploitation/
https://blog.talosintelligence.com/should-you-care-about-an-ai-slowdown/
https://blog.talosintelligence.com/ransomware-incidents-in-japan-in-the-first-half-of-2026/
https://blog.talosintelligence.com/ransomware-incidents-in-japan-in-the-first-half-of-2026/
https://asec.ahnlab.com/en/95338/
https://securelist.com/tr/payload-ransomware-via-group-policy/121335/
https://www.recordedfuture.com/blog/mexico-cybersecurity-plan
https://research.checkpoint.com/2026/ai-threat-landscape-digest-july-august-2026/
https://www.recordedfuture.com/blog/forrester-wave-external-threat-intelligence-2026
https://blog.talosintelligence.com/ransomware-incidents-in-japan-in-the-first-half-of-2026/
https://blog.talosintelligence.com/ransomware-incidents-in-japan-in-the-first-half-of-2026/
https://asec.ahnlab.com/en/95141/

silent

« ClearFake WebDAV infection chain delivers Amatera stealer, ZigCryptoStealer, and NetSupport
Manager
Cisco Talos - 2026-09-08 /" F{Z7T : KEH - REIMHE  MHEEE : silent

« ASCII smuggling crosses over from Al prompt injection to phishing evasion
Microsoft Security - 2026-09-04 " F&{E5C : KE - RtlPb¥E  MHEFEE : silent

metaencryptor

- Ransom & Dark Web Issues Week 4, September 2026
AhnLab ASEC - 2026-09-23 / {270 : #E - RE®%E  MHFKE : Metaencryptor

Void Manticore — G1055

« MW Telegram Z%pY C2 : $FfRISHES ] HEAVYGRAM 5. Handala Hack F49” EH” jfixk
LA IME R P - 2026-09-21 7 FfE5T - hE - RFE®AEZE (QiAnXin - WeChatiflk) 7 fRHERE :
Handala Hack

moneymessage

© R SRR MME R AR5 (2026, 09. 11709, 17)
LG EMME IR L - 2026-09-18 7 F(E5C - HHE - REIEZE (QiAnXin - WeChatepiflk) 7 MrisRad -
ThreatLabz

AiLock

« Ransomware incidents in Japan in the first half of 2026: Investigation of The Gentlemen s
infrastructure and evidence of Qilin’ s AI use

Cisco Talos + 2026-09-17 / R0 : KE - B4  HMEEZ - AiLock
netrunner

« Ransomware incidents in Japan in the first half of 2026: Investigation of The Gentlemen’ s
infrastructure and evidence of Qilin’ s Al use
Cisco Talos - 2026-09-17 / F{Z50 : KE - BREME  MHEEZ : NetRunner

nightspire

« Ransomware incidents in Japan in the first half of 2026: Investigation of The Gentlemen’ s
infrastructure and evidence of Qilin’ s AI use
Cisco Talos - 2026-09-17 / F&{E70 : K[EH - REM%E / MK : NightSpire

ransomexx

« Ransomware incidents in Japan in the first half of 2026: Investigation of The Gentlemen’ s
infrastructure and evidence of Qilin’ s Al use
Cisco Talos - 2026-09-17 / FfE70 : KE - B4 / MHZFEE : RansomEXX
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https://blog.talosintelligence.com/clearfake-webdav-infection-chain/
https://blog.talosintelligence.com/clearfake-webdav-infection-chain/
https://www.microsoft.com/en-us/security/blog/2026/09/03/ascii-smuggling-crosses-over-from-ai-prompt-injection-to-phishing-evasion/
https://asec.ahnlab.com/en/95545/
https://mp.weixin.qq.com/s?__biz=MzI2MDc2MDA4OA==&mid=2247520675&idx=1&sn=63212e269c0244c2d144e2bce19d4be5
https://mp.weixin.qq.com/s?__biz=MzI2MDc2MDA4OA==&mid=2247520635&idx=2&sn=bfc3819c83ad27cf38b330b18da89f40
https://blog.talosintelligence.com/ransomware-incidents-in-japan-in-the-first-half-of-2026/
https://blog.talosintelligence.com/ransomware-incidents-in-japan-in-the-first-half-of-2026/
https://blog.talosintelligence.com/ransomware-incidents-in-japan-in-the-first-half-of-2026/
https://blog.talosintelligence.com/ransomware-incidents-in-japan-in-the-first-half-of-2026/
https://blog.talosintelligence.com/ransomware-incidents-in-japan-in-the-first-half-of-2026/
https://blog.talosintelligence.com/ransomware-incidents-in-japan-in-the-first-half-of-2026/
https://blog.talosintelligence.com/ransomware-incidents-in-japan-in-the-first-half-of-2026/
https://blog.talosintelligence.com/ransomware-incidents-in-japan-in-the-first-half-of-2026/

stormous

- Ransomware incidents in Japan in the first half of 2026: Investigation of The Gentlemen’ s

infrastructure and evidence of Qilin’ s Al use

Cisco Talos - 2026-09-17  FfE50 : KE - Rt  mHERE] : Stormous
wannacry

« Securing the unpatchable in an age of Al-driven vulnerabilities
Cisco Talos + 2026-09-16 / FZ5¢ : KFH - B / HmHEE3 : Wannalry

entropy

- Siemens Reyrolle 7SR5
CISA Advisories - 2026-09-15 /" F&{z70 : KIE - BUFFEES 2R Ed : Entropy

notpetya

« Cyclops Blink &+ &K : PIRWUAEGEALL, Sandworm FEH{LRE AAINE Cisco B KRGS ER AN
T LAF MR R - 2026-09-15 7 FfE5T - hE - REMEZE (QiAnXin - WeChatHiflk) 7 fHiERE :
NotPetya

insomnia

© B =S R A 52 (2026. 09. 04709. 10)
ALAS B D - 2026-09-11 7 F8(E5C : I - KR (QiAnXin - WeChatrpiflk)  MRHRGEL -

Insomnia

LAPSUS — G1004

- Ransom & Dark Web Issues Week 2, September 2026
AhnLab ASEC - 2026-09-10 " F{57c : &E - BfM%¥  MHER : LAPSUSS

cyber leek

o 5 S PR R 152 (2026. 08. 28709. 03)
ALAG EMME R AL - 2026-09-04 7 F(E5C - HHE - REIEZE (QiAnXin - WeChatepiflk) 7 MuiisRad -
CyberLeek

black x

- Ransom & Dark Web Issues Week 1, September 2026
AhnLab ASEC - 2026-09-03 " F{Z7C : #E - REM¥  MiEER : Black X

aware

- Mirage Kitten targeting aviation and FinTech sectors across the Middle East and Africa with a

new malware set

Securelist - 2026-09-01 / F&fZ50: By 7 - REM2E (Kaspersky)  MHERED : aware
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https://blog.talosintelligence.com/ransomware-incidents-in-japan-in-the-first-half-of-2026/
https://blog.talosintelligence.com/ransomware-incidents-in-japan-in-the-first-half-of-2026/
https://blog.talosintelligence.com/securing-the-unpatchable-in-an-age-of-ai-driven-vulnerabilities/
https://www.cisa.gov/news-events/ics-advisories/icsa-26-258-05
https://mp.weixin.qq.com/s?__biz=MzI2MDc2MDA4OA==&mid=2247520420&idx=1&sn=fa97b272ba8e38d318ef6721a59c5b10
https://mp.weixin.qq.com/s?__biz=MzI2MDc2MDA4OA==&mid=2247520365&idx=1&sn=9d2e4b5465a23952ae40c62cc3b593fa
https://asec.ahnlab.com/en/95338/
https://mp.weixin.qq.com/s?__biz=MzI2MDc2MDA4OA==&mid=2247520246&idx=1&sn=b2b753df228dbb998ddc0fa321b9fa3d
https://asec.ahnlab.com/en/95223/
https://securelist.com/mirage-kitten-new-backdoors-noderabbit-pollcat/121244/
https://securelist.com/mirage-kitten-new-backdoors-noderabbit-pollcat/121244/

aurora

© MZeRR R ORISR N B - Aurora #1ERIAPKFE Cursor Al fRECTEIAK, SEEEIAJE M AS B PER 5K

A LA MR D - 2026-09-01 7 FEfE5C « PlE - K3 (QiAnXin - WeChatHhilf) 7 &R

aurora

Clop (£ Ov o)

« Mexico” s Cybersecurity Plan 2025-2030: Turning Ambition Into Defense

Kazu

Recorded Future - 2026-08-25  FfZ7¢ : KEH - BREIMY  MmHES : CLOP

« Mexico’ s Cybersecurity Plan 2025-2030: Turning Ambition Into Defense

|4

Recorded Future - 2026-08-25 / FfE7¢C : KEH - BRI  MHERE : Kazu

KE - 774774 X% : E&ERE

NightEagle

A PR R A2 (2026. 09. 11709, 17)

LG EMME IR - 2026-09-18 7 Ff57¢ « HE - REEZE (QiAnXin - WeChatriflk) 7 MutiaRad -
NightEagle

© RJEE A o APT-Q-952H 2 iR ek 5 P 4k, Exchange5TT1GhostContainer FEEFL &

LGB R AL - 2026-09-17 7 Fef550 « hlE - KM (QiAnXin - WeChatrpilf) 7 Mubidkad -
APT-Q-95

- NightEagle targets Russian companies

|s.

Securelist - 2026-09-16  Ffzx : oYV 7 - BEM%E (Kaspersky)  FHFERE : NightEagle

LEREE R - &S

Kimsuky (¥ AZXF¥—) — (0094

A SRR (2026. 09. 11709, 17)

A LAG IR Ul - 2026-09-18 7 F&{E50 « hE - REAZE (QiAnXin - WeChatrpiflk) 7 MdiaEd
Kimsuky

T m S R AR 52 (2026. 09. 04709. 10)

A LA B D - 2026-09-11 7 {550« HE - KiERZE (QiAnXin - WeChatHifik) ML -
Kimsuky

* APT-C-55 (Kimsuky) ZHZRMHIh%E 4 2e WhH IR SIS BE D A

360EMME R L - 2026-09-10 7 Ff570 « WE - REMEZE (Qihoo 360 - WeChatriflk) ~ Mubi#ad -
Kimsuky

5B &S PR R 152 (2026. 08. 28709. 03)

A LA B HOD - 2026-09-04 7 FBAE50 - HHE - RERZE (QiAnXin - WeChatHifik) 7 ML -
Kimsuky
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https://mp.weixin.qq.com/s?__biz=MzI2MDc2MDA4OA==&mid=2247520161&idx=1&sn=61ee15f915debc760d7d4ddbd6fb19ad
https://www.recordedfuture.com/blog/mexico-cybersecurity-plan
https://www.recordedfuture.com/blog/mexico-cybersecurity-plan
https://mp.weixin.qq.com/s?__biz=MzI2MDc2MDA4OA==&mid=2247520635&idx=2&sn=bfc3819c83ad27cf38b330b18da89f40
https://mp.weixin.qq.com/s?__biz=MzI2MDc2MDA4OA==&mid=2247520480&idx=1&sn=7d25d6e963d57e3fc70f5e37bd6c173c
https://securelist.com/tr/nighteagle-apt-ghostcontainer-and-tunneling/121323/
https://mp.weixin.qq.com/s?__biz=MzI2MDc2MDA4OA==&mid=2247520635&idx=2&sn=bfc3819c83ad27cf38b330b18da89f40
https://mp.weixin.qq.com/s?__biz=MzI2MDc2MDA4OA==&mid=2247520365&idx=1&sn=9d2e4b5465a23952ae40c62cc3b593fa
https://mp.weixin.qq.com/s?__biz=MzUyMjk4NzExMA==&mid=2247508878&idx=1&sn=d67dbc1305acff320756e665c0c923de
https://mp.weixin.qq.com/s?__biz=MzI2MDc2MDA4OA==&mid=2247520246&idx=1&sn=b2b753df228dbb998ddc0fa321b9fa3d

Lazarus Group (ZHILR) — 60032

« Don’ t Call Us, We’ 11 Call Your APIs | TraderTraitor Backdoors Resurface on Victim With No

Crypto Ties
SentinelLabs - 2026-09-19 / ¥8{Z7¢ : KE

A SRR (2026. 09. 11709, 17)

A LAG IR Ul - 2026-09-18 7 FE{F0 ¢

Lazarus

I SRR A5 (2026. 09. 04709, 10)

A LZAZME IR D - 2026-09-11 7 FE{E70 -

Lazarus

APT37 — G0067

R SRR AR (2026, 09. 11709, 17)

A LAG IR Ul - 2026-09-18 7 FE{FI0 ¢

APT37
* B PRI AR 12 (2026, 09. 04709. 10)

TS EIEIR D - 2026-09-11 " FfE70
Groupl23

- REE¥ 7 Mui3Ed « Lazarus

hiE - KRB (QiAnXin - WeChatrhifik) 7 MRHIZRED -

hE - BREEE (QiAnXin - WeChatrhfk) 7 MR

hE - B2 (QiAnXin - WeChatrhfk) MR

s E - REM®ZE (QiAnXin - WeChatriflk) MK -

TraderTraitor (NL—%—KL A4 —) — _Lfi: Lazarus Group

» Don’ t Call Us, We’” 11 Call Your APIs | TraderTraitor Backdoors Resurface on Victim With No

Crypto Ties
SentinelLabs - 2026-09-19 /" ¥8{Z5¢ : KE

Famous Chollima (dbER&EITH{EE)

S E SRS R A2 (2026, 09. 11709, 17)
DLAZ VB PO - 2026-09-18 7 FIETT

Famous Chollima

TEMP. Hermi t

© A SRR MME AR 152 (2026. 09, 04709. 10)
G EMME IR L - 2026-09-11 " F¥E5¢
TEMP. Hermit

UNC1069

© A SRR 152 (2026. 09. 04709, 10)
FLAEBIEIR B - 2026-09-11 7 F{E70
CryptoCore

- REE2 7 Muli3Ed - TraderTraitor

CpE - RS2 (QiAnXin - WeChatrpfih) b3l -

s - BREMS% (QiAnXin - WeChatifik) 7 MR -

s E - REMEZE (QiAnXin - WeChatdifk) MK -
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https://www.sentinelone.com/labs/dont-call-us-well-call-your-apis-tradertraitor-backdoors-resurface-on-victim-with-no-crypto-ties/
https://www.sentinelone.com/labs/dont-call-us-well-call-your-apis-tradertraitor-backdoors-resurface-on-victim-with-no-crypto-ties/
https://mp.weixin.qq.com/s?__biz=MzI2MDc2MDA4OA==&mid=2247520635&idx=2&sn=bfc3819c83ad27cf38b330b18da89f40
https://mp.weixin.qq.com/s?__biz=MzI2MDc2MDA4OA==&mid=2247520365&idx=1&sn=9d2e4b5465a23952ae40c62cc3b593fa
https://mp.weixin.qq.com/s?__biz=MzI2MDc2MDA4OA==&mid=2247520635&idx=2&sn=bfc3819c83ad27cf38b330b18da89f40
https://mp.weixin.qq.com/s?__biz=MzI2MDc2MDA4OA==&mid=2247520365&idx=1&sn=9d2e4b5465a23952ae40c62cc3b593fa
https://www.sentinelone.com/labs/dont-call-us-well-call-your-apis-tradertraitor-backdoors-resurface-on-victim-with-no-crypto-ties/
https://www.sentinelone.com/labs/dont-call-us-well-call-your-apis-tradertraitor-backdoors-resurface-on-victim-with-no-crypto-ties/
https://mp.weixin.qq.com/s?__biz=MzI2MDc2MDA4OA==&mid=2247520635&idx=2&sn=bfc3819c83ad27cf38b330b18da89f40
https://mp.weixin.qq.com/s?__biz=MzI2MDc2MDA4OA==&mid=2247520365&idx=1&sn=9d2e4b5465a23952ae40c62cc3b593fa
https://mp.weixin.qq.com/s?__biz=MzI2MDc2MDA4OA==&mid=2247520365&idx=1&sn=9d2e4b5465a23952ae40c62cc3b593fa

UNC4736 — G1049

© 5 JE SB35 (2026. 09. 04709, 10)
ALAG EMME IR AL - 2026-09-11 7 F(550 « HhE - REIEZE (QiAnXin - WeChatepiflk) 7 MuHisRad -
Citrine Sleet N BEk

|6, ER : =S
Earth Lusca — G1006

- DIGEER” ASAE” WD : KREMLIN Keiz Chrome Se#EMERER, 1500+ ELPHFIERIENLIEE
LS G IR A L - 2026-09-16 7 FEf5o0 « PE - KEME3E (QiAnXin - WeChatrpiilk) 7 MHiREd -

Chromium

- BEM | A 1-click RCE
W EZ - 2026-09-14  F(Z5% : h[E - B2 (ThreatBook - WeChatrpik)  #MHERED : chromium

© A SRS ME R 7132 (2026. 08, 28709. 03)
FFLAF VSR L - 2026-09-04 7 FfE5T - hE - KEAEZE (QiAnXin - WeChatHiflk)  fRHERED -

Chromium
Salt Typhoon — G1045

- Beware the SparroWock: The backdoor that bites, the commands that catch
ESET WeLiveSecurity - 2026-09-17 / FfE7¢ : A N\X Y - BE4%E / MU FEED : FamousSparrow

UNC3569

- BEH | E¥k AL 1-click RCE
WEEAEL - 2026-09-14 / FAZ50 : vE - BREIME¥ (ThreatBook - WeChatdiflk)  #HiZ%30 : UNC3569

Storm-1175

« Hl 2026 Malware Vulnerability Trends
Recorded Future - 2026-09-03 " FfZ7c : KEH - REMEHE  MHES : Storm-1175

Earth Berberoka

+ Gaming the system: how a Chinese-speaking actor turned Brazilian government sites into an SEO
weapon
Check Point Research - 2026-09-02  FfE7x: 1 A7) - Bl  MHEREC : Earth Berberoka

TOXIC PANDA

“Sorry, I can’ t help with that” : How your guardrails might become the attacker’ s best friend
Cisco Talos - 2026-08-28  F{E0 : HKEH - Bt  MHEZFERE : ToxicPanda
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https://mp.weixin.qq.com/s?__biz=MzI2MDc2MDA4OA==&mid=2247520365&idx=1&sn=9d2e4b5465a23952ae40c62cc3b593fa
https://mp.weixin.qq.com/s?__biz=MzI2MDc2MDA4OA==&mid=2247520463&idx=1&sn=15fc3f9babb8f6b469ebd32ec58827ca
https://mp.weixin.qq.com/s?__biz=Mzg5MTc3ODY4Mw==&mid=2247508935&idx=1&sn=6da728bb79fea0b00db8b7293ab54b85
https://mp.weixin.qq.com/s?__biz=MzI2MDc2MDA4OA==&mid=2247520246&idx=1&sn=b2b753df228dbb998ddc0fa321b9fa3d
https://www.welivesecurity.com/en/eset-research/beware-sparrowock-backdoor-bites-commands-catch/
https://mp.weixin.qq.com/s?__biz=Mzg5MTc3ODY4Mw==&mid=2247508935&idx=1&sn=6da728bb79fea0b00db8b7293ab54b85
https://www.recordedfuture.com/research/h1-2026-malware-vulnerability-trends
https://research.checkpoint.com/2026/gaming-the-system-how-a-chinese-speaking-actor-turned-brazilian-government-sites-into-an-seo-weapon/
https://research.checkpoint.com/2026/gaming-the-system-how-a-chinese-speaking-actor-turned-brazilian-government-sites-into-an-seo-weapon/
https://blog.talosintelligence.com/sorry-i-cant-help-with-that-how-your-guardrails-might-become-the-attackers-best-friend/

|7. oo 7% maEes
Sandworm — G0034

AR R A2 (2026. 09. 11709, 17)
A EMEIR D - 2026-09-18 7 F&E50  hE - KiE0R3E (QiAnXin - WeChatrik) 7 BRI -
IRON VIKING

* Cyclops Blink &1k : JIBEGFEIY, Sandworm FEHLHE AL Cisco BhKIEE AL
A LAG EMME R L - 2026-09-15 7 F(E50 « HHE - REIEZE (QiAnXin - WeChatepiflk) 7 MrdisRad -

Sandworm

- Active exploitation of Cisco Secure Firewall Management Center vulnerabilities
Cisco Talos - 2026-09-10 / FfE5¢ : KEH - B2  MHEES : Sandworm
* UAC-009971] FH 7 B4 2 B B W6 = R A5 FR W 35 B
360k Hy - 2026-08-26 7 FEfE50  HE - KEE3E (Qihoo 360 - WeChatriik) MR :

Sandworm

NoName057(16)

« August 2026 Dark Web Threat Actor Trend Report

AhnLab ASEC - 2026-09-14 " F&(570 : & - REME 7 MHIERE : NoName057(16)
- Ransom & Dark Web Issues Week 4, August 2026

AhnLab ASEC - 2026-08-27  Ff57c : [ - KA / MHE K : NoName057(16)

APT29 — G0O16

- From guidance to action: Security fundamentals that materially reduce risk
Microsoft Security - 2026-09-18 / FfZ7r : KE - BEfl®tE  MHRE  Midnight Blizzard ANZFE
B bk

UNC2452

- From guidance to action: Security fundamentals that materially reduce risk
Microsoft Security - 2026-09-18 / FfZ70 : KE - B4  MHRE  Midnight Blizzard AN4FE
(B3

APT28 — G0007

» BlueDelta Targets Defense and Diplomacy with HOOKEDGE
Recorded Future - 2026-08-27 / Ff=70 : KE - BRE{E¥  MHERE : BlueDelta

|s. 15v% mERs
Cleaver — G0003

« August 2026 CVE Landscape
Recorded Future - 2026-09-08 " FfZc : KE - R4 RS : Alibaba
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https://mp.weixin.qq.com/s?__biz=MzI2MDc2MDA4OA==&mid=2247520635&idx=2&sn=bfc3819c83ad27cf38b330b18da89f40
https://mp.weixin.qq.com/s?__biz=MzI2MDc2MDA4OA==&mid=2247520420&idx=1&sn=fa97b272ba8e38d318ef6721a59c5b10
https://blog.talosintelligence.com/fmc-ongoing-exploitation/
https://mp.weixin.qq.com/s?__biz=MzUyMjk4NzExMA==&mid=2247508827&idx=1&sn=0c211ab15c96ae62693c76c455d31f4e
https://asec.ahnlab.com/en/95390/
https://asec.ahnlab.com/en/95141/
https://www.microsoft.com/en-us/security/blog/2026/09/17/from-guidance-to-action-security-fundamentals-that-materially-reduce-risk/
https://www.microsoft.com/en-us/security/blog/2026/09/17/from-guidance-to-action-security-fundamentals-that-materially-reduce-risk/
https://www.recordedfuture.com/research/bluedelta-targets-with-hookedge
https://www.recordedfuture.com/blog/august-2026-cve-landscape

© REE | NacosHURZHT IR
Wb EL - 2026-08-28 7 J&f570 « hlE - REME3E (ThreatBook - WeChatrfilk)  #riti&Ed : alibaba

BANISHED KITTEN

* M Telegram 8% C2 : PrfRIS#E)5 1T HEAVYGRAM 5. Handala Hack M7 ZLEH” jfixk
LA EIME R P - 2026-09-21 7 FEfE5T - hE - REEZE (QiAnXin - WeChatdifk) 7 MK -
Storm-0842

Handala

« M Telegram 8% C2 : PrfRS#E)51T] HEAVYGRAM 5. Handala Hack M7 ZLEH” jfixk
ALAG EMME IR L - 2026-09-21 7 FME5C - HHE - REEZE (QiAnXin - WeChatepiflk) 7 MuiaRad -

Handala

HomelLand Justice

« M Telegram Z8f% C2 : PrfRIS#E)51T] HEAVYGRAM 5. Handala Hack M7 ZLEH” jfixk
A LAZ SR L - 2026-09-21 7 F(E0C - R E - KELEZHE (QiAnXin - WeChatHhifik) 7 #HiEREd
Homeland Justice AN% ZFHEMEIE

MuddyWater — G0069

-+ DBEER” ASAE” #efhid : KREMLIN Keffz Chrome Se#EMERER, 1500+ ELPHFER NI
LA MR D - 2026-09-16 7 FEfE5C « PlE - KEB3E (QiAnXin - WeChatilf) 7 MRH&RD

Seedworm

Bohrium

- —17 “EIRER” EEW AL : Mirage Kitten #5A Node. js/JavaScript YEERE
A LAZ SR AL - 2026-09-03 7 FE(E0C - pE - KEMEZE (QiAnXin - WeChatrhifik) 7 #HiEREd -
Smoke Sandstorm N4 ZHFFBEEE

Tortoiseshell — G1012

c —17 “MIRER” EE A Mirage Kitten #[m Node. js/JavaScript Wik
A ZAG EMME IR D - 2026-09-03 7 Ff55C « HE - REEZE (QiAnXin - WeChatefiflk) 7 MutiaRad -
Smoke Sandstorm N ZFHHERE

UNC1549

c —17 “MIRER” HEM AL Mirage Kitten #[a Node. js/JavaScript Brif):
LG BIME R D - 2026-09-03 7 FEAE5C - E - REMEZE (QiAnXin - WeChatdifk) 7 MHIRE -
UNC1549
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https://mp.weixin.qq.com/s?__biz=Mzg5MTc3ODY4Mw==&mid=2247508857&idx=1&sn=efd36a593443f2b95f3c81a6c1d75a30
https://mp.weixin.qq.com/s?__biz=MzI2MDc2MDA4OA==&mid=2247520675&idx=1&sn=63212e269c0244c2d144e2bce19d4be5
https://mp.weixin.qq.com/s?__biz=MzI2MDc2MDA4OA==&mid=2247520675&idx=1&sn=63212e269c0244c2d144e2bce19d4be5
https://mp.weixin.qq.com/s?__biz=MzI2MDc2MDA4OA==&mid=2247520675&idx=1&sn=63212e269c0244c2d144e2bce19d4be5
https://mp.weixin.qq.com/s?__biz=MzI2MDc2MDA4OA==&mid=2247520463&idx=1&sn=15fc3f9babb8f6b469ebd32ec58827ca
https://mp.weixin.qq.com/s?__biz=MzI2MDc2MDA4OA==&mid=2247520202&idx=1&sn=8006a96f5fd860011b5a2bf253037f58
https://mp.weixin.qq.com/s?__biz=MzI2MDc2MDA4OA==&mid=2247520202&idx=1&sn=8006a96f5fd860011b5a2bf253037f58
https://mp.weixin.qq.com/s?__biz=MzI2MDc2MDA4OA==&mid=2247520202&idx=1&sn=8006a96f5fd860011b5a2bf253037f58

|o. &EmMEE (SvyamEay)  BERE
TeamPCP — G1056

« GTIG AI Threat Tracker: From Prompting to Autonomy - The Evolution of Adversarial Al
Google Threat Intel - 2026-09-08  Ff57c : KE - REME  MHZERE : UNC6780

* —4] Inpm publish] #it, BT —F{5 KA F/KE : openapi-react-query-codegen HNHER: 7 HAF RS
g5
ZHEAZIBIIE IR AL - 2026-08-31  F{Z50 : FE - BEA%¥E (QiAnXin - WeChatrffk) / MbE
TeamPCP

Silence group — GOO91

« Group Policy hijacked: PAYLOAD ransomware weaponizes Active Directory GPO
Securelist - 2026-09-21  Ffzx: 0¥ 7 - BREMZE (Kaspersky)  MHERED : silence

SALTY SPIDER

* SBAT 23 AEM P2P (EFTNLE Sality EPMAIECAR © A LT R AR T 7
LS BIMEIR O - 2026-09-02 7 FEAEC : RIE - RFEER3E (QiAnXin - WeChatHuflk) 7 MrbiRaEd -
SALTY SPIDER

I EIREERE N VAW )

BIER, HWER, KE7YT7R A ATTIR

| (96% - 2FEH MRS - iR (R CEHIDHERT & 5 —ITH)

[Homeland Justice| — HomeLand Justice : ¥4 Telegram ZFj% C2 : ¥FRIEHES ] HEAVYGRAM 5. Handala
Hack F” THE” Jixk

[Midnight Blizzard] — APT29 : From guidance to action: Security fundamentals that materially
reduce risk

[Midnight Blizzard] — UNC2452 : From guidance to action: Security fundamentals that materially
reduce risk

[Citrine Sleet| — UNCAT36 : 45/ Mgyl fiiise (2026. 09. 04709. 10)

[Smoke Sandstorm| — Bohrium: —37 “WiXZEIR” &F5HI AR : Mirage Kitten #[ Node. js/JavaScript
BRI

Smoke Sandstorm] — Tortoiseshell : —17 “HWiIRZERX" HEM AL : Mirage Kitten #[a Node. js/
JavaScript JBEE{:
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https://cloud.google.com/blog/topics/threat-intelligence/from-prompting-to-autonomy-the-evolution-of-adversarial-ai/
https://mp.weixin.qq.com/s?__biz=MzI2MDc2MDA4OA==&mid=2247520121&idx=1&sn=4e6bf34e5da77781c4ca95360c1a5842
https://mp.weixin.qq.com/s?__biz=MzI2MDc2MDA4OA==&mid=2247520121&idx=1&sn=4e6bf34e5da77781c4ca95360c1a5842
https://securelist.com/tr/payload-ransomware-via-group-policy/121335/
https://mp.weixin.qq.com/s?__biz=MzI2MDc2MDA4OA==&mid=2247520178&idx=1&sn=4171b9fb76b2f7f21216b9daa6682f63
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